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ARGUS operates through a continuous perception- « Experiment

reasoning-action loop comprising three core components. Two controlled experiments are conducted against OWASP Juice Shop, 5. Conclusion & Future Work

* Eyes — screenshot + DOM extraction + network traffic targeting the same IDOR vulnerability across two user roles, with 3 trials per ARGUS demonstrates that a browser-based, multimodal LLM agent
* Brain - three specialized LLM agents condition to account for LLM nondeterminism. can autonomously detect IDOR vulnerabilities, with prompt specificity
* Discovery Agent: interprets screenshots * Experiment 1 fixes the system prompt and varies the Strategy Agent's and model choice meaningfully affecting both reliability and efficiency.
and DOM content to identify interactive Ul elements model to measure how model capability affects detection reliability, Future work should prioritize expanding IDOR and extending testing to
and navigation paths. iteration efficiency, and cost. other vulnerability classes including RBAC bypass, privilege escalation.
* Strategy Agent: plans the next security test based * Experiment 2 fixes the model and varies prompt specificity: a structured Adapting ARGUS to unseen web applications beyond the current single-
on the current Access Map and RAG-retrieved context workflow prompt versus a loosened prompt, to assess how much explicit target setup as a configurable, user-facing tool.
* Analyzer Agent: evaluates step-by-step instruction drives detection, and whether that dependency
server responses to determine whether differs across model capability tiers.
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